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ISU, OBJEKTIF & SKOP

ISU OBJEKTIF

» Sebahagian sistem penyampaian  Sistem penyampaian perkhidmatan
perkhidmatan kerajaan kerajaan melalui ICT tidak
menggunakan ICT mengalami terganggu semasa lonjakan
gangguan akibat pengguna/trafik pengguna/trafik

yang tinggi secara mendadak

SKOP

 Sesi ini hanya membincangkan elemen-elemen teknologi ICT yang perlu
diambil kira bagi mengatasi isu network spike
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Content Delivery Network (CDN)

* CDNs are systems of servers dispersed geographically across a
region. These servers will store a website’s content — texts,
images, and pages, for example — for later retrieval, with each
server having a copy of that content.

 When an end user goes to load a website or platform, they will be
connected to the CDN closest to them to retrieve the content
data. Using a CDN allows for websites and their content to load
faster and download quicker. In short, CDNs improve the quality of
your website for the end user by distributing the workload to the
server closest to them.

Source: https://orpical.com/should-you-use-a-content-delivery-network/



Kelebihan CDN

Without CDN With CDN
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Kelebihan CDN

Fewer Servers Needed

68%

Use Page Rules to cut costs and

Improve performance.

Bandwidth Saved

89%

66.52 GB saved
74.59 GB total bandwidth

Content Type Breakdown

Help»

Details »

Source: https://www.shoutmeloud.com/cloudflare-benefits.html



Kelebihan CDN

Security

Total Threats Stopped

t 24 hou

391

Use the Cloudflare firewall to
better protect your website,

Traffic Served Over SSL

1,621,031 SSL secured
requests
97,726 unsecured requests

Help»

Last 24 hours

Types of Threats Mitigated

nours

Help»

Deatails »

-
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Source: https://www.shoutmeloud.com/cloudflare-benefits.html



CDN Di Malaysia

CDN
BaishanCloud
CDNetworks
CDNvideo
ChinaCache
CloudFront
Cloudflare
Imperva
Kingsoft Cloud
Level 3
Limelight
QUANTIL

SwiftServe

POP locations
Kuala Lumpur
Kuala Lumpur
Kuala Lumpur
Kuala Lumpur
Kuala Lumpur
Kuala Lumpur
Kuala Lumpur
Kuala Lumpur

Kuala Lumpur

Kepong - Kinarut - Kuala Lumpur - Sebong

Kuala Lumpur

Kuala Lumpur
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Source: https://www.cdnplanet.com/geo/malaysia-cdn/



Adakah Sesuai Gunakan CDN?
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Caching HTTP Reverse Proxy 13

“Give me this “Is it already
page” in cache?”

“Here is the “Yes. Here is
page” the page”

« Caching is the process of storing information for a set period of time on a
computer.

« Page caching (also known as HTTP or site caching) stores data like images,
web pages, and other content temporarily when it’s loaded for the first time.

« This data is stored in an unused portion of RAM and has no significant impact
on memory.

Source: https://www.ezoic.com/cdn-and-caching-difference/



Varnish HTTP Cache

Nginx sends Nginx decrypts data for

s eamore Installation guide:
» https://www.tecmint.com/install-varnish-
cache-for-nginx-on-centos-rhel-8/
» https://hostadvice.com/how-to/how-to-
Varnish sends request Nginx passes setup-varnish-http-cache-on-an-ubuntu-18-

to Nginx when data decrypted dataon

is not found in cache Port 80 to Varnish O4-VpS-Or-dedicated-Server/

Port 8080 Port 443

NGiNX NGinX 5

Varnish replies to .
= . Port 80
Client or to Nginx from i

® :
cache if page is in cache @ Varnish Cache

Varnish replies to
Nginx data retrieved
from cache
N

Client connection
through SSL

Client connection
without SSL

N
HTTP [ | . HTTPS

- -

Client Client




Kelebihan Varnish HTTP Cache

Putting a proxy in front of your

origin servers protects the

backend from flooding and lets

the cache do the heavy lifting.

AR Origin server

Caching with Varnish enables
300% to 1000% faster content
delivery, and reduces backend
server load by up to 89% while
handling unlimited
simultaneous visitors.

Varnish cache server D Clients

efficiently doesn't just mean
YyOU can Serve more users, it
also gives them faster
downloads and a better
experience.
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Varnish - Performance Test

% Ser ices)

B

Tomcat App Server
1 (Portal BE
Integration
Services)

Tomcat App Server
2 (Portal BE
Integration
Services)

-

i
"\

PgPool
(Master)

................ % 7 PostgreSQL

(Read-Write
Node)

é;-w:'.ay LS QL(Re
e 1)
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Varnish - Performance Test

» Setiap ujian (loop) adalah sebanyak
4,000 concurrent users

e
/j/////////////%oa
7 08

Dage
_page

fre P

JMETER@Perf_Test_Env

Load registration

1 Page 0.18 0.09
Submit 0.46 0.52

Load page & submit data

Loop
Count




Pengguna Varnish 18

Foursquare

‘ ot _u,rl es

Devops

Why companies use Varnish: High-performance, Very fast, Very Stable, Very Robust, HTTP Reverse Proxy, Open
source, Web application accelerator, Easy to configure, Widely Used and Great Community
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Types of Load Balancer

- Multiple ports on

Application the same instance
- Websockets
Load Balancer - IP addresses as target

- Tag-based |IAM
_OSl Level 7 -:‘»:;ip:artti;?]rscontamenzed Network Load
- Hqst/Path b_ased routing Ba | ancer
- Sticky Session (for same
target) ) )
Lambda funcs as target - VPC - Static/Elastic IP
User authentication e e

Redirects
Fixed response - CloudWatch
- Logging
- Zonal fail-over
- Cross-zone LB
- Resource-based |IAM

-HTTP, HTTPS - OSl Level 4
- Configure idle -TCP, TLS
connection timeout

- EC2-Classic
- Sticky Session (for same EC2)

Classic Load
Balancer

(previously known as
Elastic Load Balancer)

21

/ /'www.nclouds.com/blog/what-type-of-aws-

elastic-load-balancing-aws-elb-is-right-for-you/

: https:

Source
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Methods of Load Balancer

Round
Robin

- Internet

+
& —

Load Weighted
_ Lead Balancer Balancer Round
Algorithms Robin

A 4

Least
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Maklumat tambahan: https://network-insight.net/2015/02/load-balancing-and-scale-out-architectures/



Isu Berkaitan Load Balancer

» L oad Balancer (LB) berfungsi dengan baik jika digunakan pada
aplikasi / portal yang tidak memerlukan pengguna login

» Tidak semua aplikasi dibangunkan untuk digunakan pada LB

a) Session pengguna disimpan di dalam fail pada server

b) Penggunaan resource server tidak dapat dioptimakan kerana kaedah
‘round robin’ tidak dapat digunakan

c) LB dikonfigurasi dengan ‘sticky session’ (persistence) menyebabkan
penggunaan resource yang tidak seimbang

e Cadangan penyelesaian: pembangunan arkitektur aplikasi
hendaklah mengambil kira centralised session storage seperti

penggunaan pangkalan data / Redis




Default Session Configuration in Laravel

s e

return [

|

|

|

|

| This option controls the default session "driver" that will be used on
| requests. By default, we will use the lightweight native driver but

| you may specify any of the other wonderful drivers provided here.
|

|

|

|

*

Supported: "file", "cookie", "database", "apc",
"memcached”, "redis", "dynamodb", "array"

‘driver' => env('SESSION_DRIVER', 'file'),
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Auto Scaling Server

INg group

W *
Minimum size Scale out as needed

#
Desired capacity

e —————————

Maximtgm size

Example:

My application to be live — Minimum 1 server

My application to perform normal — Desired 3 servers

My application to perform during peak season — Maximum 20 servers
During peak load — Scale out by - 2 Servers every 10 minutes

RED HAT
OPENSHIFT

Container Platform

kubernetes
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HTTP Cache

Cache Control:
 Enable/disable cache
« Expiration

« Validation

* Cache validation

* Freshness

28

Source: https://developer.mozilla.org/en-

US/docs/Web/HTTP/Caching



Client 1 Cache Server

The document

e 3 — T " The cache s empty, request forwarded
isrequested | GET /doc HTT2/1.1 :

Y

HTTP Cache

)
3

o T

HTTP/1.1 200 OK i HTTP/1.1 200 OK
Cache-Control: max~ago=100§ Cache-Control: max-age=100
Age: 0 :

Document stored

Client 2

Theducumenl'g — - - —
isrequested | GET /doc HTT2/1.1

Cache is fresh
Stored document returned

< _ "
HTTP/1.1 200 OK :
Cache-Control: max-age=100;

"

Age: 10

Client 3

100 seco:nds later

Cache s stale

The document —_— =‘ Check freshness

IS requested N
GET /doc HTTP/1.1

GET /doc HTT2/1.1
If-None-Match:..

:A P - . -
- p— 0 ot WAL E
: HTTP/1.1 200 OK HTTP/1.1 304 Not Mcdified

Cache-Control: max—aqoleOg““”““ﬂama““a““
5 : cached document.
Age: 0
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Multi Database 31

Read/Write Read/Write Read/Write

Master 1 Master 2 Master 3

Shared distributed storage volume g g e

Availability Availability Availability Master DB Slave 1 (read) Slave 2 (read)
Zone 1 Zone 2 Zone 3 (write)




PENUTUP

» Elemen utama bagi meningkatkan ketersediaan sistem penyampaian
perkhidmatan kerajaan melalui ICT adalah dengan menggunakan
Content Delivery Network (CDN) dan/atau Local Caching HTTP Reverse

Proxy

» Keselamatan dan klasifikasi maklumat yang disimpan perlu di ambil kira
dalam pemilihan teknologi yang sesuai

» Lain-lain faktor yang dibincangkan boleh digunakan sebagai elemen
tambahan bagi meningkatkan ketersediaan sistem

 Pematuhan ke atas akta, arahan, pekeliling dan lain-lain peraturan
berkuatkuasa adalah penting bagi menjamin CIA data dan maklumat
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